Savitribai Phule Pune University
314453 : CLOUD COMPUTING

Teaching Scheme: Credits Examination Scheme:

Lectures: 3 Hours/Week 03 In-Semester : 30Marks
End-Semester: 70 Marks
Prerequisites:
1. Operating Systems.
2. Fundamentals of ComputerNetworks.

Course Objectives:

1. Tobecome familiar with Cloud Computing and its ecosystem.
To learn basics of virtualization and its importance.
To evaluate in-depth analysis of Cloud Computing capabilities.
To give technical overview of Cloud Programming and Services.
To understand security issues in cloud computing.
To be exposed to Ubiquitous Cloud and Internet of Things.
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Course Outcomes:

1. Tounderstand the need of Cloud based solutions.
To understand Security Mechanisms and issues in various Cloud Applications
To explore effective techniques to program Cloud Systems.
To understand current challenges and trade-offs in Cloud Computing.
To find challenges in cloud computing and delve into it to effective solutions.
To understand emerging trends in cloud computing.
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UNIT -1 FUNDAMENTALS OF CLOUD COMPUTING 06 Hours
Origins and Influences, Basic Concepts and Terminology, Goals and Benefits, Risks and Challenges, Roles and
Boundaries, Cloud Characteristics, Cloud Delivery Models, Cloud Deployment Models, Federated
Cloud/Intercloud, Types ofClouds.

Cloud-Enabling Technology: Broadband Networks and Internet Architecture, Data Center Technology,
Virtualization Technology, Web Technology, Multitenant Technology, Service Technology.

UNIT=II' VIRTUALIZATION AND COMMON STANDARDS INCLOUD COMPUTING 06 Hours
Implementation Levels of Virtualization, Virtualization Structures/Tools and Mechanisms, Types of
Hypervisors, Virtualization of CPU, Memory, and 1/O Devices, Virtual Clusters and Resource Management,
Virtualization for Data-Center Automation.

Common Standards: The Open Cloud Consortium, Open Virtualization Format, Standards for Application
Developers: Browsers (Ajax), Data (XML, JSON), Solution Stacks (LAMP and LAPP),Syndication (Atom, Atom
Publishing Protocol, and RSS), Standards for Security.

UNIT-IIl CLOUD PROGRAMMING, ENVIRONMENTSAND APPLICATIONS 06 Hours
Features of Cloud and Grid Platforms, Programming Support of Google App Engine, Programming on Amazon
AWS and Microsoft Azure, Emerging Cloud Software Environments, Understanding Core OpenStack
Ecosystem.

Applications: Moving application to cloud, Microsoft Cloud Services, Google Cloud Applications, Amazon
Cloud Services, Cloud Applications (Social Networking, E-mail, Office Services, Google Apps, Customer
Relationship Management).

UNIT-IV CLOUDSECURITYANDISSUES 06 Hours
Basic Terms and Concepts, Threat Agents, Cloud Security Threats and Attacks, Additional Considerations.
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Cloud Security Mechanisms: Encryption, Hashing, Digital Signature, Public Key Infrastructure (PKI), Identity
and Access Management (IAM), Single Sign-On (SSO), Hardened Virtual Server Images.

Cloud Issues: Stability, Partner Quality, Longevity, Business Continuity, Service-Level Agreements, Agreeing
onthe Service of Clouds, Solving Problems, Quality of Service, Regulatory Issues and Accountability.

UNIT-V UBIQUITOUS CLOUDS AND THE INTERNET OF THINGS 06 Hours
Cloud Trends in Supporting Ubiquitous Computing, Performance of Distributed Systems and the Cloud,
Enabling Technologies for the Internet of Things (RFID, Sensor Networks and ZigBee Technology, GPS),
Innovative Applications of the Internet of Things (Smart Buildings and Smart Power Grid, Retailing and
Supply-Chain Management, Cyber-Physical System), Online Social and Professional Networking.

UNIT-VI FUTURE OF CLOUD COMPUTING 06 Hours
How the Cloud Will Change Operating Systems, Location-Aware Applications, Intelligent Fabrics, Paints, and
More, The Future of Cloud TV, Future of Cloud-Based Smart Devices, Faster Time to Market for Software
Applications, Home-Based Cloud Computing, Mobile Cloud, Autonomic Cloud Engine, Multimedia Cloud,
Energy Aware Cloud Computing, Jungle Computing.

Docker ataGlance: Process Simplification, Broad Support and Adoption, Architecture, Getting the Most from

Docker, The DockerWorkflow.
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